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SUMMARY

In accordance with the terms of reference of the Committee it is a requirement to 
produce an annual report on the risk management arrangements in place and the 
activities undertaken.  Risk management is fundamental to the Council’s achievement 
of its strategic objectives.  The report being presented covers the financial year 2016-17 
and details the various aspects of work delivered during the course of the year.  
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RECOMMENDATION

The Governance and Audit Committee is asked to approve the risk management 
annual report in respect of the financial year 2016-17.

1. BACKGROUND TO REPORT

1.1 Risk Management Framework

The Risk Management Framework was revised and approved by Governance 
and Audit Committee at its meeting in September 2015.  The framework 
provides details of the risk environment the Council operates within and the 
controls and mechanisms that are in place to ensure risk is sufficiently 
managed by officers and members.  The Risk Management Framework will be 
reviewed and presented to the Committee later this year.

1.2 Risk Management Internal Audit

The Head of Internal Audit opinion for 2016-17 is that “The Council has an 
adequate and effective framework for risk management, governance and 
internal control”.  The Internal Audit Annual Report is being presented as a 
separate agenda item at this meeting.

Internal audit did not carry out a specific review of the Council’s risk 
management arrangements during 2016-17. The intention is to carry out 
specific reviews in alternate years with the next review scheduled for November 
2017.

1.3 Risk Management Group

Risk Management Group, consisting of all Business Managers and chaired by 
the Governance & Risk Officer, met quarterly during the year to discuss issues 
relating to risk management, internal audit, insurance, counter fraud, 
governance, business continuity and safeguarding.  

Three insurance workshops have also been held, in conjunction with our 
insurers and solicitors, to enable officers to have a better understanding of the 
claims process.  The focus of the first, highly interactive, workshop was a case 
study that provided an insight into how claims are assessed and managed, how 
witnesses should be prepared and how solicitors and barristers need to be fully 
briefed.  The other two workshops focussed on defects, inspection regimes, the 
legal framework and investigations.

Risk Management Group have also reviewed the assurance statement process 
and a new method is being introduced that will involve internal audit, by way of 
their continuous assurance work, providing independent assurance on the 
various governance criteria.

1.4 Strategic Reporting

Senior Management Team received quarterly governance reports which 
includes an overview of internal audits undertaken, a summary of quarterly 



assurance statements and updates to the Corporate Risk Register.  The focus 
of these discussions is  identification and resolution of corporate issues on an 
exception basis. 

1.5 Business Risk Register

A refresh exercise on business risks was undertaken with Business Managers 
in March 2017.  The exercise assessed if:

a) all the previous risks identified were still relevant
b) those risks were being managed and what controls were in place
c) there were any emerging risks that needed to be included

The review covered both the ‘business as usual’ and ‘exceptional’ risks.  The 
exceptional risks are those risks which are scored as high or they may be a new 
risk to the service which is causing sufficient concern to warrant inclusion on the 
Exceptional Business Risk Register which is further discussed at Risk 
Management Group.  The risks are also being managed through the Council’s 
corporate risk management system.

1.6 Corporate Risk Register

The Committee last approved the Corporate Risk Register in December 2016.  
Since then a fundamental review with Executive Managers and external 
expertise from RSM has been undertaken.  The Corporate Risk Register has 
been further updated is attached as Appendix A.  

Committee are asked to consider the inclusion of cyber risk on the Corporate 
Risk Register.  Given that the threat is a constantly evolving one, and the profile 
of the Council as a potential target, it is recommended that we include this as a 
specific item on the Corporate Risk Register.  Whilst we have all of the barriers 
of strength in place to help prevent a successful attack (including a new 
educational awareness programme), inclusion of this risk shows due diligence 
and ensures that the risk gets the scrutiny it deserves as a risk to our 
organisation.

1.7 Business Continuity

The aim of business continuity is to build 'organisational resilience' to ensure 
that the Council can continue to deliver critical aspects of its day-to-day 
functions during any unplanned internal event, or external emergency, that 
impacts on service delivery.  In order to achieve this there are a number of key 
internal operational plans which are in place to deliver our overall strategy.

The Corporate Business Continuity Plan sets out who and how we undertake 
business continuity, including the role of the recovery team in any event. 
Supporting this is the ICT Disaster Recovery Plan and individual business area 
plans which are reviewed annually or when there has been any significant 
change to the scope of the business area. 

Business Impact Assessments and Risk Assessments have been reviewed for 
all critical functions such as responsive housing repairs, benefits and customer 



services.  This process has ensured that plans identify the critical area functions 
and the minimum requirements in terms of recovery time, staff and IT that is key 
to service delivery.

Our Emergency Election Protocol has also been reviewed in line with local 
requirements and has been further updated following recent terrorist attacks 
and upon receipt of guidance from the National Counter terrorism Security 
Office and the Electoral Commission.

Continued work on the ICT Disaster Recovery Plan has allowed for the 
identification of a clear timeline of restoration of critical applications, providing 
business managers with a realistic understanding of their likely period without IT 
during a major failure. 

An audit of business continuity is scheduled for August 2017 which will provide 
an independent evaluation of our approach to corporate resilience.  The audit 
will focus on evaluation of plans, how we conduct business impact 
assessments, what considerations are taken into account and how criticality is 
determined.  This report will be presented to Governance and Audit Committee 
at its September meeting.

1.8 Conclusion

Members of the Committee have been kept informed during the course of the 
year on the risk management activities being undertaken, which this annual 
report has brought together, to provide an overview of the achievements.  
These include:

 Having in place a ‘fit for purpose’ Risk Management Framework
 Internal engagement and guidance for officers through Risk Management 

Group
 Continued training and support during the course of the year
 Review and enhancement of both the Business and Corporate Risk 

Registers to ensure they are up to date and relevant
 Having in place effective risk management arrangements as independently 

reviewed by internal audit

In summary, the Council has continued to make good progress in embedding 
risk management across the Council.  With internal audit supporting the view 
that the Council has in place adequate and effective risk management, the 
focus for the coming year will be to maintain the building blocks put in place.

2. OTHER OPTIONS CONSIDERED

2.1 None.

3. RESOURCE IMPLICATIONS 

3.1 This report has no direct impact on the Council’s resources, including finance/ 
budget, people, land/property etc.



4. RISK AND MITIGATION 

4.1 None.

5. ISSUES ARISING FROM IMPACT ANALYSIS (EQUALITY & DIVERSITY)

5.1 None.

6. CRIME AND DISORDER IMPLICATIONS

6.1 None.

7. COMMENTS OF FINANCIAL SERVICES

7.1 These are contained within the report where appropriate.

8. COMMENTS OF LEGAL AND DEMOCRATIC SERVICES

8.1 Members of the Committee are responsible for monitoring actions taken and to 
be taken on behalf of the Council to identify corporate risks and assess whether 
they are being effectively managed.  It is essential they are kept up to date with 
details of the risks and how they have been mitigated.

9. COMMENTS OF OTHER RELEVANT SERVICES 

9.1 None.

10. APPENDICES

10.1 Appendix A – Corporate Risk Register 

11. BACKGROUND PAPERS

11.1 None.


